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AUTOMATED VALIDATION OF TRUST ANDSECURITY OF SERVICE-ORIENTEDARCHITECTURESLUCA VIGANO` (UNIVERSITY OF VERONA, ITALY)Abstra
t. The AVANTSSAR Proje
t (www.avantssar.eu) hasbeen developing an automated platform that provides a rig-orous te
hnology for the formal spe
i�
ation and AutomatedVAlidatioN of Trust and Se
urity of Servi
e-oriented AR
hi-te
tures. This te
hnology, whi
h is being tuned on a numberof relevant industrial 
ase studies so to allow for the migra-tion into the development pro
ess for software solutions forthe Internet of Servi
es, aims at speeding up the developmentof new network and servi
e infrastru
tures, enhan
e their se-
urity and robustness, and in
rease the publi
 a

eptan
e ofemerging IT systems and appli
ations based on them. I willpresent the main te
hniques and te
hnologies that are partof the AVANTSSAR Platform and some of the 
ase studiesit has been applied on. In parti
ular, to illustrate the plat-form on the �eld, I will dis
uss our formal analysis of a SAMLWeb Browser Single Sign-On Proto
ol. Single-Sign-On (SSO)proto
ols enable 
ompanies to establish a federated environ-ment in whi
h 
lients sign in the system on
e and yet areable to a

ess to servi
es o�ered by di�erent 
ompanies. TheSe
urity Assertion Markup Language (SAML) Web BrowserSSO Pro�le is the emerging standard in this 
ontext. Wehave provided formal models of the proto
ol 
orrespondingto one of the most used use 
ase s
enarios (the SP-InitiatedSSO with Redire
t/POST Bindings) and of the implementa-tion used by SAML-based SSO for Google Appli
ations. Wehave me
hani
ally analyzed these formal models and therebyrevealed a severe se
urity �aw in the Google's implementa-tion that allows a dishonest servi
e provider to impersonatea user and get unauthorized a

ess to Google Appli
ations(and vi
eversa). We have reprodu
ed this atta
k in an a
tualdeployment of the SAML-based SSO for Google Appli
ations.
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