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80%

Of enterprises consider security
the #1 inhibitor to cloud adoptions

48%

Of enterprises are concerned
about the reliability of clouds

33%

Of respondents are concerned with
cloud interfering with their ability
to comply with regulations

Source: Driving Profitable Growth Through Cloud Com puting, IBM Study (conducted by Oliver Wyman)
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Private ... Public ...
» Access limited to enterprise Cloud » Access open to everybody,
and its partner network Services subject to subscription
» Dedicated resources » Shared resources
* Single tenant Cloud * Multiple tenants
« Drives efficiency, Computing « Delivers select set of
standardization and best Model standardized business
practices while retaining process, application and/or
greater customization and infrastructure services on a
control _ flexible price per use basis
« Might be managed or hosted Hybrid ... « Always managed and
by third party * Private infrastructure, hosted by 3™ party
integrated with public cloud
Customization, efficiency, Standardization, capital
availability, resiliency, preservation, flexibility and
security and privacy ... time to deploy
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Data mining, text mining, or other analytics Audio/video/Web conferencing

Security Service help desk

Data warehouses or data marts Infrastructure for training and demonstration
Business continuity and disaster recovery WAN capacity and VolIP infrastructure
Long-term data archiving/preservation Desktop

Transactional databases Test environment infrastructure
Industry-specific applications Storage

ERP applications Data center network capacity

Source: IBM Market Insights, Cloud Computing Research, July 2009. n=1,090
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Control Data

Many companies and governments Migrating workloads to a shared
are uncomfortable with the idea of network and compute infrastructure
their information located on increases the potential for
systems they do not control. unauthorized exposure.
Reliability

High availability will be a key concern.
IT departments will worry about a loss
of service should outages occur.

Compliance _
Complying with SOX, HIPAA Security Management
and other regulations may Even the simplest of tasks may be
prohibit the use of clouds for behind layers of abstraction or
some applications. performed by someone else.
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Issues
* Prevent data leakage between customers
* Restrict the impact of misbehaviour of one customer or of intrusion at the tenant level

Traditional data center

» Multi tenant isolation (via dedicated infrastructure for a customer)
 Data isolation and wiping before hardware re-use

Cloud

* Labelled virtual resources (assigned to a customer)
 Data flow control in between virtual resources assigned to different customers

Applicatinn Level MT Middleware Level MT OS Level MT VM Level MT
2 g
X App Inatance App Instance
NMMiddieware JVMMiddieware
& VM/Partition/OS
Hardae Hardware

Different levels of multi-tenancy
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. Traditional Threats
‘ New threats to VM

environments

Management
Vulnerabilities

Secure storage of VMs
and the management

data MANAGEMENT

Requires new
skill sets

Insider threat

APPLICATIONS

VIRTUAL

OPERATING RRACHINE
SYSTEM

VMM OR HYPERVISOR

HARDWARE

iy 2

gy

Virtual server sprawl
Dynamic state

Dynamic relocation

Resource sharing

Single point of failure

Loss of visibility

Stealth rootkits
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‘ Figure F: Server Product Vulnerabilites by Vulnerability Type

Figure C: Vulnerability Location by Year Reported
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Source: IBM X-Force
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Traditional data center
» Administrators have wide privileges but clearly demarked administration domains

Cloud

* Virtual infrastructure spread across administrative domains and physical sites

* Privileged identity management (i.e. infrastructure administrators are not allowed to access stored or
transported data)

* Specific checking-out of privileges per task including logging and documentation

* Privileges are returned when task is complete

g %

Physical NICs

Physical Network Virtual Network
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Cloud

* “Cloud-curtain”: Technical delivery of the cloud service is shielded from the customer (typically increasing
for higher level services)

» Customers can not gain insights on risk mitigation mechanisms and status
» Certified, auditable cloud services may provide a basic level of trust
» Trusted computing (e.g. customer side policy enforcement) is developing

The Cloud
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Traditional data center

 Security controls to guarantee compliance to regulatory requirements
» Application-level privacy protection (e.g. consent enforcing)

» Raw data protection via encryption and access right limitation

Cloud
* Privacy protection mechanisms depend on the level of the cloud stack
» Data needs to become personal and identifiable (PII)
» The challenge is to ensure PII protection across the cloud stack and
lifecycle (e.g., physical storage location needs to be controlled
according to compliance requirements) 1 ConectJ Is_ Use

‘4. Contract: @

'5. Discl
sclose 2. Store

| - |
Protection of personal identifiable information (PII)
along its life-cycle
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Security market prospects

» According to Forrester Research the cloud security market is expected to grow to 1.5
billion $ by 2015 and to approach 5 % of overall IT security spending.

Industrial Trends
We expect particular growth in three directions:

1) securing commercial clouds to the needs of specific markets - ‘community clouds”
2) bespoke highly secure private clouds
3) a new range of providers offering cloud security services to add external security to public clouds

Open cloud standards

* Increased collaboration on open cloud standards under developments by groups such as
the DMTF Open Clouds Standards Incubator, the SNIA Cloud Storage Technical Working
Group or the OGF Open Clouds Computing Interface Working Group

» Specific work on cloud security aspects in these standards
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Activity 3: Innovative
Cloud Applications

Activity 2: Trustworthy
Cloud-of-Clouds
Infrastructure for

Adaptive Resilience




Amazon

MS Azure

Cloud-of-clouds : an ecosystem composed by public and private clouds,
enhanced by TClouds software in several ways.

Objective: Improve security in several aspects of the cloud
(storage, virtualization technology, computing, networking,
secure platforms) as well as promote cloud security awareness.
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DepSky —?. +  (
( in a Cloud-of-Clouds

Alysson Bessani, Miguel Correia, Bruno Quaresma,
Fernando Andre, Paulo Sousa.

Appeared in the 6" ACM SIGOPS/EuroSys European Systems
Conference — EuroSys’11. Salzburg, Austria. April 2011.
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Moving to Clouds

Data is moving to the cloud

Servers Storage Servers Cloud
g Storage
N
<o B o—>
3 5
/ e.g., Amazon S3

Main reason:. osts (“pay as you go” model)




One IS Not Enough

Critical data storage
— Medical records
— Company financial data

Critical Cloud

System Storage »

";t
g







Benefits of Replication

Datacenter and cloud outages
B

Better read performance

Data corruption ‘
- 3 / Amazon S3

— Malicious insiders

- ' Crltlcal ‘ackspace
SYStem ‘

Windows Azure
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Amazon S3

Nirvanix

Rackspace
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[ Object Storage ]

See details on the paper!
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Multiple Readers

Pu
Single Writer (DU Pu‘ ,
Version

Priv

Verification

ada

Data

Pub®
Sign (Version+Data) E
g

single-writer multi-reader regular register
(but multiple writers are supported through a locking algorithm)
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Conceptual Data Unit Generic Data Unit Data Unit Implementation
X Container X
/ Amazon S3 \ / Windows Azure\
Version Number
—— Metadata Bucket X BlobContainer X
Verification Data _
Version Number Metadata Metadata
Verification Data
Data
Other Info Data Data
Data / Nirvanix SDN \ / Rackspace \
Folder X Container X
Metadata Metadata
Data Data
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f+1 servers in the
intersection

write quorum read quorum
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Data will be
fetched from
other clouds

S If needed. D,

;




# n &$
WRITE
METADATA DATA
>°
READ

Key property : if metadata pointing
to D is read, D can be read
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/I_imitations: \

I?
[ : ] 1. Data is accessible
by cloud providers

2. Requires nx|Data|
\ storage space -
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) encrypt generated
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Inverse process for reading Secret sharing not needed if
from f+1 shares/fragments. key distribution is available.
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- Amazon 53 =------
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0.08 | Rackspace ———- ]
: . . Windows Azure -------
0.07 | Plain replication |
0.06 -
0.05

.| Erasure code

Cost (SUSD/1M data unit)
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[ DepSky read latency is close to the cloud with the best latency }

[ DepSky write latency is close to the cloud with the worst latency ]
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/-Java-based BFT SMR \
- Aims simplicity

BFT-SMaRt - Performance beast

- 135 Kops/sec

\ - < 2ms latency /

O CheapBFT
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[ Both require trusted components (e.g., a TPM) ]
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