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Rationale and Approach
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Quality of Service (QoS) monitoring is key for a company's success,
since assessing the actual quality of what service users are paying
for has become a mission-critical business practice requirement,
and it will be even more so in the future

QoS-MONaaS (QoS MONitoring as a Service) implements a
dependable QoS monitoring facility, which is made available to all
applications running on top of a cloud platform (specifically SRT-
15) according to the “as a Service” paradigm

The availability of a dependable (i.e. reliable and timely) QoS
monitoring facility allows each party of a business process to
understand if any failure and/or performance issue which they
experience is caused by the cloud service provider, the network
infrastructure, a specific service provider, or the design of the
application itself
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QoS monitoring today

~

Applications of
individual Service
Providers run on

- - SerV|ce

Providers | privately owned
\ / \Infrastructures )
- SLA
4 )
QoS Monitor is an application itself
It also runs on a Privately owned Service Infrastructure
4 )
It is a Trusted Third Party (TTP)!
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QoS monitoring tomorrow

Issue(s):

Service
Providers

Business Applications run on
Service Infrastructures

which are Shared and

Vir"iilizii

——————————————— Goals:
4 N 7 N 7 ™
It must run on
QoS the same
Monitoring shared TTP
must be infrastructure assumption
provided (as the must be
Infrastructure as a applications removed
: Service being
as a Service monitored)

\ /A

RN J
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The ideal QoS monitoring Service T MI' 'I

Support for
dynamic
composition of
services
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We claim that the TTP assumption is the main cause
of the market failure of applications such as QoS
monitoring, PKls, TSAs, and the like

Will assume that the monitor is a peer

Will assume that it runs on top of an untrusted cloud:
Trusted “by design”, not “by assumption”

Must be able to track the evolution of services

Must be able to provide continuous QoS monitoring
(even while changes are taking place)
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Background and Context
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Over three quarters of North American and European companies
outsource part of their activities 2 business-related information is
spread across different systems and also spread geographically across
multiple locations

The objective of the SRT-15 research project is to bridge the gap
between cloud infrastructures and enterprise services by building a
distributed service platform.

The goal of the SRT-15 platform is to enable the integration of dynamic
enterprise services on the Internet

SRT-15 allows for dependable and scalable cloud-based processing of
data coming to and from heterogeneous enterprise services spread
across multiple distributed locations
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SRT-15 duration and budget T By ?Illl:ll I

| Duration

» 30 months (from October 2010 until March 2013)
| Budget

» Total Cost: 4,40 M€

» ECfunding: 2,82 M€
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SRT-15 Consortium as a whole - who is who; o M‘ !
i

Zbigniew Jerzak, Coordinator (#1 - SAP)
Christof Fetzer (# 2 - TUD)

Luigi Romano (# 3 - EPSILON)
Flavio Junqueira (# 4 - YAHOO!)

Pascal Felber (# 5 - UNINE)

SAPg

®
TECHNISCHE
@ UNIVERSITAT
DRESDEN

YaHoO!
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What is SRT-15 | | M"
11 | III

A distributed service platform
which bridges the gap between cloud infrastructures and enterprise services,
and scales across public and private clouds
allowing for reliable and dynamic interaction among enterprise applications

Proof of Concept
Scalable and Open Paa$S (QoS-MONaas, Business Internet)

Open SRT-15 Platform

é )

Dependability and Privacy

Content- Complex Depend-

Based Event [ ability and Complex Event Processing

Routing Processing Privacy
Content-Based Routing
Public and Private
Infrastructure as a Service
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Infrastructure as a Service




The content of events is used to route information to the
interested applications

Obsoletes the explicit source and destination addresses on events

Allows for a loosely coupled communication between the
applications and services

Implements an asynchronous communication model

Producers and consumers are anonymous to each other and the
system as a whole (no explicit source and destination addresses)
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Complex Event Processing (CEP) allows SRT-15 to optimize and
accelerate the processing of data exchanged between
applications, services and users

SRT-15 uses parallel CEP in conjunction with event-based routing,
to move computation to the data sources

The use of parallel CEP allows SRT-15 to process data as it arrives,
without the need for expensive and time consuming staging

SRT-15 will support stateful CEP operators

As a novel aspect for the domain of CEP, we will control the speed
and throughput of operators by controlling the degree of
parallelization of the operators

In SRT-15, we will apply a new model for CEP that is not based on
SQL
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Dependability and Privacy S Mll I.
1

| Aspects of dependability that we intend to address in SRT-15:

» Exploring alternative replication approaches (i.e. other than Byzantine fault-
tolerance through state-machine replication) and reaching more practical solutions
to protect systems against faults beyond crash

» Providing novel mechanisms that can detect data corruptions caused by hardware or
software failures in the cloud
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: o i
Pilot Applications . Flllllull

| QoS-MONaa$s

» Provides a dependable QoS monitoring facility to the applications which will
be run on top of the SRT-15 platform

| Business Internet Platform

» For collecting, filtering, managing, aggregating, propagating, and publishing
business events in a consistent, contextual way in an open and
comprehensive framework, across multiple applications, services, and
companies
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Research Challenges
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Cloud computing makes QoS monitoring extremely challenging, for a
number of reasons, and in particular:

Business applications currently run (mostly) on privately owned service
infrastructures, whose technology is — to a large extent — known. In a cloud
computing context, they run on infrastructures which are: (i) shared, and (ii)
virtualized. This also applies to the QoS monitor itself.

It has to cope with dynamic composition of services, meaning that it must
be able to track the evolution of services and it must be able to provide
continuous QoS monitoring, i.e., even while changes are taking place.
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That all messages - and related information - which are of interest
for QoS monitoring be made available to the QoS-MONaa$S
application

That messages be authentic (i.e the monitor can trust the identity
of publisher and the contents of the message)

That the real identity of parties being monitored is not revealed to
the monitoring service

Privacy/secrecy of message contents should also be guaranteed (in
most cases)

That effective processing capabilities be made available, which
allow QoS-MONaaS to process QoS-related data streams in real
time
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What we need

from the provider of the monitored service

| SLA descriptions in WS-agreement language, from which conditions on Key

Performance Indicators (KPlIs) of interest can be extracted

| Domain-specific information (specified via an ontology), including a formal
description of the specific business process

[FAgreementId="Agreementl">
<wsag:NamerAgreement</wsag: Name>
<wsag:Context/>

E(wsag:l‘erms)
—]<w=ag:A11>

[H<wsag: ServiceDescriptionTerm wsag:Hame="source" wsag:3ervicelName='

[H<wsag: ServiceProperties wsag:ServiceName="NHot Defined">

<wsag:ServiceScope>
<wsag:ServiceName>Metering</wsag:ServiceName>

= <J"ﬁsag: ServiceScope>

—] <«<wszag:ServicelevelCbjective>

g <wsag:KPITarget>

! <wsag:KPINane>Downtime</wsag:KPIName>

 </wsag:KPITarget>
- </w=sag:ServicelevelCbijectivel:

r</wsag:GuaranteeTerm>
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E(ws ag:GuaranteeTerm Name="DowntimeForADay" Chligated="Provider">

CLASS BROWSER

For Project @ SmartMetersOntology

Asserted Hierarchy

ol Thing
. Events
v Okpl
. AhsencelfConsumption
@ CurrertPower
. DretectedConsumption
. Doverititne
» O streamSchema

| [] o 3

E(wsag:Target)Count IS LESS 5 per 1 day</wsag:Target>

I S

SRT-15 : QoS-MONaaSs

=
Qe

-
) Downtime (instance of owl:Class, internal name is http:/fwww.owl-ontologies.com/ .0,

CLASS EDNTOR for Downtime (instance of owl:Class)

For Class: |http:ifwoww.owontologi

tieters.owkDow ntime

O ez @

Froperty

WValue

= rdfs:comment

bl e & @

H Propertie

¥ (M MoEvent  (cardinalty O)

=T

E) MeterStream
¥ [ Timeout  (hashalue 9000
© 900

¥ [ OnStream  (muliple StreamSchema)  (hashalue MeterStream)

Ontology
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SLA : WS-Agreement : . Mll
N . 1

Web Services Agreement Specification (WS-Agreement)

| Isa Web Services protocol for establishing agreement between two
parties, such as between a service provider and consumer,

| Uses an extensible XML language for specifying the nature of the
agreement (used by QoS-MONaa$)

| Provides agreement templates to facilitate discovery of compatible
agreement parties.
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Domain Information: Ontology T W ?ll'l:ll I
1

| Anontology is an explicit and formal specification of a conceptualization.
(T.R. Gruber)

| Describes formally a domain

| Finite list of terms and relationships between these
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Architecture
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QoS-MONaaS to platform Interfaces ] F‘.l':'l I

I | i i1
i
| Basic Interface: - - _
» Makes CEP facilities of the SRT-15 I I
platform available to QoS-MONaa$, which - }
allows QoS-MONaaS to process QoS- l J’ l
related data streams in real time v
Basic Interface Extended Interface
| Extended Interface:

: Authentication System

» All messages - and related information - .
which are of interest for QoS monitoring LaE e

are made available to QoS-MONaaS. This
is achieved by combining CBR and CEP

facilities of the SRT-15 platform. SRT-15 Platform Storage

Public and Private Infrastructure as a Service

| Anonymization System: guarantees "trusted by design" and "peer among peers"
characteristics of QoS-MONaaS. The basic idea is that since the monitor ignores
the real identities of parties, it cannot cheat

Slide 24 SRT-15: QoS-MONaa$ '-I'.wm.i :‘ =15




User to QoS-MONaaS Interfaces

AN e,

| QoS-MONaaS is exposed as a Web Service (specifically, Axis2)

| Two sets of operations are available:

» Client operations

Slide 25

stopMonitoring
violationList
getProvider
clientSubscription
listProviders

listCategories

Provider operations

domUpdate
slaUpdate
providerRegistration

getReportProvider

L Moritaring
& Monitoring50AP
hittpe fvwve. Qo SMOHse_

SRT-15 : QoS-MONaaSs

§ Regubaton

[ parameters

[¥] Registration

1l

4 cartpd

I puararneben

= h?duﬂﬂnﬂa-r.pru

@ ProvideRegistration

Biingut

[ parameters

2] ProvideRegistration

Al vl

11

r pm

i Slalpdate

Erliingu

[ parameters

[n] Slalipdate

3l cutput

[ pararmeters

[E] SlalipdateRespanse —

[ Regisraiontype)

] identrer  [1.1] stnmg
[€] slertType  [1.7] alert_Type
[E] paramater [1.°] string

b e e RO a8 o g Mlanil aring

Open In Mew Edifor
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QoS-MONaa$S: Components

| SLA Analyzer:
» Parses SLAs and extracts: i) KPIs of interest,

and ii) conditions which define Breach Vialation
compliance/non compliance tvisnzec/ ) [N P il
| KPI Meter: ’_‘1 e l
informat Moter .
» Continuously monitors the actual value of 2, [ | Vielation record |

KPIs of interest

| Breach Detector: 1 i

» Uses the outputs of the KPI monitor and the i Basic Interface H Extended Interface h

conditions from the SLA Analyzer to spot
contract violations

» Upon detection of a breach of contract, a

violation record is produced QoS-MONaaS handles multiple data

formats. Data adapters are used, to limit
. Violation Certifier: the impact of specific data formats on

» Enriches the output of the Breach Detector the application logic
with a timestamp and a digital signature, so
to produce unforgeable evidence of the
violation
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Case Study
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QoS monitoring in a Smart Grid T MI 1

The implementation of QoS-
MONaaS is being validated wrt
an Internet of Things (loT)

application developed by SAP

The application, which is called

Smart Meters, implements

remote monitoring of power (Contract
consumption in a Smart Grid ) I3 T

environment Basic Interface Extended Interface

Smart Meters uses the SRT-15

platform for distribution and

real-time processing of
measurements related to energy SRT-15 Platform

consum ption a nd prOd UCtion Public and Private Infrastructure as a Service

QoS-MONaaS monitors the QoS
which is actually delivered, and
spots violations
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QoS-MONaaS demo:

Web Service

AN e,

| QoSMONaaS Web Service provides operations which are needed to
enable the monitoring of an SLA, and in particular:

>

Client
stopMonitoring
violationlList
getProvider

getSLA

|

|

|

|

| slaStatus
[ ] clientSubscription

] startMonitor

| listProviders

|

Provider

[ ] domUpdate

[ providerRegistration
[ ] getReportProvider

[ ] slaUpdate

| Pre-requisite:

http://localhost:8080/QoSMONaaS/services/listServices

» Service users and service providers must have already authenticated with
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the SRT-15 platform

SRT-15 : QoS-MONaaSs
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http://localhost:8080/QoSMONaaS/services/listServices�

QoS-MONaaS demo: ’ . MII
client interface L. !

| QoS-MONaasS client interface is a possible implementation of an
interface for QoS-MONaaS web service.

I Client functionalities: QGS_M
» Registration I Client Functionalities g
» Monitoring i Registration Alt+1
» List violations | Monitoring Alt+2
. . " ‘W Listviclations Alt+3
| Provider functionalities:

» Registration

» Show details A Provider Functionalities

» Graph Reqgistration Alt+4
Show Details Alt+5
Graph Alt+8
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QoS-MONaaS demo:

orovider functionalities

. . . . Insert Provider details
| Provider functionalities o |
> Registration Description |EIectricEnergy—Naples |
. . Category |Electric |
w Allows the provider to register to
QOS IVI O N a a S C\Users\LuigiDesktop\Silver_Userxn
— monitoring services will be made e =
available to provider’s users ,
~ SRT-15 allows QoS-MONaas$ to access e S
i . Domain Information | Dom.owl | uploaa |
platform data related to the provider (via
SRT-15 CEP functions).
» Show details Provider's Clients
= Allows retrieval of provider’s B
information, and modification of SLAs I
and domain information files A
Number 5:0 ---------------------------------------------------------------------------------- W Users
» Graph N @000
= Shows the number of users who have I
requested the monitoring service for N
d given SLA ?E_DM_UEmIS_uumDUge?xml

User Type
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QoS-MONaaS demo:

client functionalities (1
| Client functionalities

» Registration

= Allows the client to register to the QoS-MONaaS monitoring service.

Select category of your Provider Select your Provider and SLA to monitor Provider and SLA to monitor
Electric —
Water Mame | Provider1

Provider ‘ Provider1 |

Description | Electric Energy - Maples

r SLA ‘ Gold_Userxml |

Category |Elech'1'c S —
Select alert type and set relative parameter

n Gold_Userxmil

Silver_Userxml ‘ |
SLAs —
EMAIL
|smar1rneter |
LIST
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QoS-MONaaS demo:

client functionalities

| Client functionalities

» Monitoring

Slide 33

I||
2

= Allows starting and stopping the monitoring services of an SLA

SLAto monitor | Provider1-Gold_Userxmi |¥) Status Not Monitored | DownloadsLA |
Starting date - Ending date
lagoste | v][5] 2011f5] |agosto ][] 2011}
(Ln J(_mar J{_mer J[_go J{ ven J[_sob J{ aom J [ wn J{ mar J{_mer J|_go J[ ven J| se0 J| com |
ez Jls e Jls Jle Jr J L Jlz s e ][5][3][?]
e Jle Jlo Jim e Js Jle ) e Jle Sl Jin JLz JLms JLw
s Joe Jar J{s J(re Sz Sz Jll s J(se Jar Jlss JLwe JL2 JL 2
Lz = Lz Jlez Jls Jlz = ||z Jl= 2 == Lz | =]
ERENEN NN
Starting Time Ending Time
11:04 B 11:04 B
{ Start Monitoring J

SRT-15 : QoS-MONaaSs
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QoS-MONaaS demo:

client functionalities (3

| Client functionalities

» List violations

= Allows to show violations of a selected SLA in text and graphic mode

alities Provider Functionalities Demo Logout

SLAto monitor | Provider1-Gold_userxml | ¥ Status Honitored kPl [ Downtime v
KPI Monitored :Downtime
Count &t 5 per 1 day | ot
08/11/2011 10:11:15 Value detected 12 Targetvalue =5
081172011 10:11:20 Value detected 25 Targetvalue <5 oo
08112011 10:11:30 Value detected 31 Targetvalue <5
31.0
30.0
250 M Downtime
Detected value {min) B Reference
Violations list
20.0
12
4
10.0
0.0
08/11/2011 10:11:15 08/11/201110:11:20 08/11/2011 10:11:30
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QoS Demo : Scenario

Silver
User

I QoSMONaaS$
I
| o [ [
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QoSMONaaS Demo :

Step 1

| Loginas Demo

» This allows to use automatic registration functionalities of providers and
clients

Qo5-MONaas

Client Functionalities Provider Functionalities

Logout

Userld Cemo

Automatic providers registration Alt+6

Automatic client registration Alt+7
User Type [Demﬂ H List providers Alt+A
List clients Alt+B

Laogin
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QoSMONaaS Demo :

Step 2-1

Logout

Automatic providers registration P
Automatic client registration Alt+T

| Automatic Provider Registration
» |t registers two providers aes Demo Logow

= Providerl Provider details

w Provider2 Providert

‘ Power Energy provider

‘Energy

i

Gold_Userxml
Silver_User.xml

\
Domain Informati ‘Dom.owl )

SLAs be expose
to the Clients

Domain Information
(Ontology)
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QoSMONaaS Demo :

Step 2-2

| List of created Providers

o o = 22—

Client Functionalities Provider Functionalities §alEnl8 Logout

Automatic providers registration Alt+6
Automatic client registration Alt+T

List providers Alt+A

List clients Alt+B

Mame Category Description

Providert Energy Fower Energy provider
Provider2 Water Water provider
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QoSMONaaS Demo :

Step 3-1

} Logout

Logout

Automatic providers registration Alt+6

Automatic client registration

| Automatic Client Registration

» It registers 5 Clients per provider

m Clients of Providerl
— SmartMeterO

— SmartMeter2
— SmartMeter3

— SmartMeter4

w Clients of Provider2
SmartMeterl
SmartMeter5
SmartMeter6
SmartMeter7
SmartMeter8
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It's a client of Providerl

— |t's a Gold User

It wants to receive violations in List mode
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QoSMONaaS Demo :

Step 3-2

| List of created Clients
T ————————e—

Client Functionalities Provider Functionalities §el=ly« Logout

Automatic providers registration Alt+6
Automatic client registration Alt+T
List providers Alt+4
List clients

FProvider Client SLA

Provideri Smartieterd Gold_userxml
Provideri Smarthetert Gold_userxml
Provideri SmarthMeter2 Gold_userxml
Provideri SmartMeter3 Gold_userxml
Provideri SmartMeterd Gold_userxml
Provider2 Smarthetert Silver_userxml
Provider2 SmartMeters Gold_userxml
Provider2 Smartieters Silver_userxml
Provider2 Smartheter? Gold_userxml
Provider2 Smartieters Gold_userxml
Provider2 Smartieterd Silver_userxml
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QoSMONaaS Demo :

Step 3-3

| What means Gold User ?

<wsag:GuaranteeTerm Name="DowntimeForADay" Obligated="Provider">
<wsag:ServiceScope>
<wsag:ServiceName>Metering</wsag:ServiceName>
</wsag:ServiceScope>
<wsag:ServiceLevelObjective> —_—>
<wsag:KPITarget>
<wsag:KPIName>Downtime</wsag:KPIName>
<wsag:Target>Count IS_LESS 5 per 1 day </wsag:Target>
</wsag:KPITarget>
</wsag:ServiceLevelObjective>
</wsag:GuaranteeTerm>

<wsag:GuaranteeTerm Name="AgreementSmartMeter2" Obligated="Provider">
<wsag:ServiceScope>
<wsag:ServiceName>Metering</wsag:ServiceName>
</wsag:ServiceScope>
<wsag:ServiceLevelObjective> —_—
<wsag:KPI|Target>
<wsag:KPIName>DetectedConsumption</wsag:KPIName>
<wsag:Target>Max IS_LESS_INCLUSIVE 2 per 1 day</wsag:Target>
</wsag:KPITarget>
</wsag:ServiceLevelObjective>
</wsag:GuaranteeTerm>

Slide 41 SRT-15 : QoS-MONaa$s

The count of downtime in one day
must be less than 5

Max consumption in one day must be
less than 2
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Example of generated state machine:

oraphic representation

KPI1->  count(Downtime) <5 per 1 day

timeout 15 min

X: measure

T: timing (30 sec)

C1 counts clock “ticks” until timeout expires

C2 counts clock “ticks” until time window expires
C3 counts the number of downtime

X/ Reset(Cl) T/ Cl++:C2++: T/ C1l++,C2++;

X/ Reset(C1)

Transition guard for T event in Down state

[ (C1==(30-1))&&(C2==(2*60%*24)-1)] -> {C1++;C2++;C3++;forward(C3);reset(C1,C2,C3)}
[ (C1==(30-1))&&(C2!=(2*60%*24)-1)] -> {C1++;C2++;C3++;reset(C1)}

[ (C1!=(30-1))&&(C2!=(2*60%24)-1)] -> {C1++;C2++;}

[ (C1!=(30-1))&&(C2==(2*60%*24)-1)] -> {C1++;C2++;forward(C3);reset(C2,C3)}
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Excerpt of state machine code:

automatically generated by QoS-MONaa$

Down
{
%{New event on data stream}%
ReceiveEvent(event: CEPEvent*) Up {
%{Restart time for timeout}% resetCounter(1);
}
%{Receive Timing}%
ReceiveTiming() [ctxt.getCounter(1)==29 && ctxt.getCounter(2) == 86399] Down {
%{count time for timeout}% incCounter(1);
%{count time for time window}% incCounter(2);
%{count KPI}% incCounter(3);
%{Forward count of KP1}% forwardEvent(ctxt.getCount(3));
%{Reset all time}% resetCounter(1); resetCounter(2);
%{Reset KPI count}% resetCounter(3);
}
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QoSMONaaS Demo :

Step 4

| Logout as Demo
| Login as SmartMeterl (case insensitive)

| Select Monitoring

no Logout

Userld ‘smartmeter‘l

TN S i EEE Provider Function

Registration Alt+1

Maonitaring Alt+2

Listviolations Alt+3

User Type [Ciient

Slide 44 SRT-15 : QoS-MONaa$s
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QoSMONaaS Demo : ’ . MII
Step 5 11 1 III

| Select Provider1-Gold_user.xml in the “SLA to monitor” box
» to monitor the SLA between SmartMeterl and Providerl

| Set monitoring interval

| Start monitoring

= = = mao Logout

SLAto monitor | Provider1-Gold_userxmi | ¥| Status  Not Monitored | DownloadsLa | Request of smartmeter1
to monitor Gold_user.xml of Provider

" From Fri Sep 23 11:02:00 CEST 2011
e Ending date Until Sat Sep 24 11:02:00 CEST 2011

sstomo 355 2615 [setomore [)55 zonfg
&r [ lun ][ mar ][ mer ]

g0 J(ven J[_sap J[_som | [so J{ven J[_soo J{_oom |

)z Je e L Jlz e JLe )
s Jls Jr Je Je Jwo J ) s e JLr Je JLs Jlw JLn |
(2 J(os J( e J(ts J( e ) ) = J s ) J s ) ® J w ) |
RCEN | | | = | = L R O O 0 O | 0 [
S S Lz 7 = = [ » ]

Starting Time Ending Time
1102 B 1102 :
—

Q ‘Start Monitoring
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QoSMONaaS Demo :

Step 6

| Select List violation

" g}o&MUNa as "

Client Functionalities J{eil

Reqgistration Alt+1

Monitaring Alt+2
Listviolations Alt+3

| Select Provider1-Gold_user.xml in “SLA to monitor” box
» to show violations of the SLA between SmartMeterl and Providerl
| Select Downtime in the “KPI” box

» To show violations of KPI Downtime

alities Provider Functionalities Demo Logout

SLAto monitor | Provider1-Gold_userxml |¥] Status Hionitored

kPl [ Downtime Iv]

Count &It; 5 per 1 day

Violations list

08/11/2011 10:11:15 Value detected 12 Targetvalue =5
08/11/2011 10:11:20 Value detected 25 Targetvalue =5
08/11/2011 10:11:30 Value detected 31 Targetvalue =5

e
/

| snowss ),
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KPI Monitored :Downtime
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http://www.srt-15.eu/
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