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Abstract—Emerging storage cloud systems provide continu-
ously available and highly scalable storage services to millions
of geographically distributed clients. A secure access control
mechanism is a crucial prerequisite for allowing clients to entrust
their data to such cloud services. The seamlessly unlimited scale
of the cloud and the new usage scenarios that accompany it pose
new challenges in the design of such access control systems.

In this paper we present a capability-based access control
model and architecture appropriate for cloud storage systems
that is secure, flexible, and scalable. We introduce new function-
alities such as a flexible and dynamic description of resources;
an advanced delegation mechanism and support for auditability,
accountability and access confinement. The paper details the
secure access model, shows how it fits in a scalable storage cloud
architecture, and analyzes its security and performance.

1 INTRODUCTION

The rapid growth in the amount of personal and organiza-
tional digital data is a major characteristic of information sys-
tems in this decade. This growth is accompanied by increased
demand for availability, as users wish to run their software and
access their data, regardless of their type and location, from
any web-enabled device at any time. Cloud computing ad-
dresses these challenges by providing virtualized resources as
an online service and by allowing them to scale dynamically.
Services offered over the cloud include applications (Software
as a Service), virtual machines (Infrastructure as a Service),
and data storage (Storage as a Service). The latter service,
along with the storage cloud upon which it resides, is the
topic of this paper.

Storage cloud systems are required to provide continuous
availability and elastic scalability [2] while serving multiple
tenants accessing their data through the Internet. The storage
cloud infrastructures are comprised of tens of geographically
dispersed data centers (DCs), where each DC is comprised of
many thousands of compute and storage nodes, and should
be able to efficiently serve millions of clients sharing billions
of objects. Furthermore, to achieve availability and scalability,
each data object is replicated at multiple data centers across
the cloud. Each object replica should be accessible for reads
and writes, and to optimize access latency and data throughput,
it is preferable that clients be directed to the replica closest to
them.

In addition to the scale and availability requirements, todays
new web applications such as mashups, introduce new data
access practices. Namely, data is not necessarily accessed
directly by its original owner but rather through various
applications, in flexible sharing scenarios and with various

billing methods. These applications put forth the following
functional requirements for the access control mechanisms.

Secure chaining of services: When a client uses a social
networking application, this application often relies on another
service to perform an action, which in turn may invoke yet
another application and so on. When chaining services in
this way, it is important to keep track of the access rights
of the client at the end of the chain; otherwise, the system
could become vulnerable to attacks like clickjacking and cross-
site request forgery that can occur when accessing the web
[3]. Such attacks can be prevented by giving each client the
least authority required to perform its request, and correctly
maintaining the access permissions of the client along the
chain, i.e., taking care that they are neither expanded nor
restricted.

Most of the existing commercial cloud storage systems [1],
[4], [15], [19] use Access Control Lists (ACLs) for authoriza-
tion, which is done in the data access path. This approach has
limitations in its ability to chain services without losing track
of the privileges of the principals, thus failing to enforce the
principle of least privilege (as described in [3]). Furthermore,
every data access request in these systems is authenticated
using an authentication string based on a secret key that the
user shares with the storage system. Thus, using chains of
services requires moving the control of the data from the end
user to the service provider accessing the data on his behalf.

User-to-user and user-to-application access delegation:
The cloud systems should provide a convenient infrastruc-
ture supporting user-to-user and user-to-application access
delegation across different social networks. For example, an
application like Facebook, which is granted access rights to
a certain user repository should be able to further delegate
the rights to other users, according to the policy defined
by the owner (e.g. delegation to a certain friend). Thus, the
delegation should be transitive and fine-grained [17], allowing
a user to delegate a subset of rights to a subset of resources
(without the need to give one service full access to all the data
managed by another service like it is done today). Finally, in
order to provide a secure environment that allows auditing
and compliance to regulations, it should always be possible to
determine who had access to a specific resource and who is
responsible for the delegation.

While some experimental distributed file systems and file-
sharing services meet the user-to-user delegation requirements
(e.g., Fileteller [10], DisCFS [16] and WebDAVA [14]), they
are based on the Public Key Infrastructure (PKI), which has



been shown to have multiple limitations for adoption in cloud-
scale systems [20]. On the other hand, efforts like OAuth[8]
which do not assume PKI, require that access delegation
grants pass through the service provider, thus not meeting
our user-to-user delegation requirement, and also imposing a
communication overhead.

Existing cloud systems, like Amazon S3 [1] or EMC
Atmos [4] allow a limited user-to-user delegation in which
an authorized user creates an HTTP request with embedded
authentication information and passes it to another user or web
application. This form of access delegation is very limited as it
requires repetitive 3-way interaction for every access request,
with two phases of authentication and authorization - one
between the granter of the access and the grantee of the access,
and one between the granter and storage system. Microsoft
Windows Azure Storage [15] supports a limited capability-
based access using a Shared Access Signature, which encodes
a capability to perform specified operations on a specified
resource for a specified period of time. This mechanism is an
advance, but it is limited in scope and has to be managed by the
user. Furthermore, it suffers from replay attack vulnerability,
and has issues with auditability and accountability.

Finally, all of the existing commercial cloud storage ser-
vices limit the definition of resources for delegation to fixed
criteria and do not support dynamic criteria (e.g., all objects
created after a certain date), which are important for advanced
applications that handle large number of objects.

Scalability and high availability: Cloud services are
expected to always be available, even during failures and
disasters, and to adjust themselves to significant load fluc-
tuations within short periods of time. Distribution of the
access control system is a key instrument in meeting these
goals, without creating bottlenecks, or single points of failure
that can also become an attractive attack target (e.g. [20]).
Any point in the cloud possessing a resource should be able
to serve the request while enforcing access control and the
access control mechanism must not substantially affect the
data access latency. Most commercial cloud storage systems
perform authentication and authorization on the data access
path, when serving each request. This imposes limitations
on the system scalability and availability and creates new
bottlenecks at identification or key management servers.

Some existing capability-based models, for example, OSD
[5], [18], [13], SCARED [22], and CbCS [6], satisfy the
requirements of secure chaining of services and user-to-user
delegation. However, these protocols are not geared toward
the scalability and high availability required by the cloud
environment.

In summary, today’s cloud solutions fall short of satisfying
the requirements we define above. In this paper we propose a
capability-based access control model designed to address the
emerging challenges and data models of storage clouds, allow-
ing relocation of social networks storage to cloud repositories.
Extending previous capability-based access control models
[22], [5], [13], [6] we introduce the following innovations:

o We present a model supporting fine grain and dynamic

scope for access rights. We introduce a dynamic definition
of the resources via a flexible description with pattern
matching on object attributes (e.g. object name, type, or
metadata). Thus, the accessible subset of resources can
change as objects are added or removed from the system.

o« We enable user-to-user and user-to-application delega-
tion, where one user can directly delegate a subset of his
access rights to a subset of resources without requiring
the intervention of a system administrator or the storage
cloud. We introduce mechanisms for auditing and access
confinement that can serve as a basis for determining
accountability, compliance and billing.

o We present an architecture of a data center that supports
capability-based access control. Our system is scalable
and allows integrating external identity or access man-
agement components used by existing social networking
applications. It separates authentication and authorization
from the data access path, allowing non-mediated and
efficient access to data without the need to specify the
accessed storage server (i.e. the same credential is valid
for all the replicas regardless of their physical location).

Figure 1 illustrates the advantages of the model for social
networking applications through a scenario in which Alice
uploads her photos to a cloud storage repository which she
owns. Then, she delegates access to photos matching a certain
description to her social networking application. According to
the policy defined by Alice this service gives her friend Bob
the permissions to add his photos. When Alice delegates access
to these photos (including Bob’s) to another photo sharing
application, they are immediately available without the need
to upload or download the data.

2 SECURE ACCESS PROTOCOL

In this section we present a capability-based access control
mechanism for secure access to objects in a storage cloud.
We assume the simple and most common cloud storage
data model [1], [4], which is comprised of the following
types of resources: Namespaces, which are abstract containers
providing context (such as ownership) for the data objects; and
Data objects containing arbitrary content and having a unique
identifier within the namespace they belong to.

Capability-based access protocols involve three entities [5]:
clients; a security/policy manager, which authenticates and
authorizes the clients and grants the credentials; and storage
servers that enforce access control by validating the creden-
tials. The access flow in such systems consists of two stages:
(1) the client requests a credential from the security manager
and then (2) uses it for accessing the data on the storage
servers. The enforcement point is the component in a storage
server that enforces access control.

2.1 Capabilities

A capability is a data structure that encodes certain access
rights on one or more identified resources. Below we describe
the capability fields enabling the new functionalities.
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Fig. 1. Delegation chaining. Examples of user-to-user and user-
to-application delegation: (1) Alice creates a personal repository in
a storage cloud. She has full control over her namespace named
Alice_photos. (2) Alice delegates access to photos containing 2008
or ”2009” in their title to her social networking application (granting
read and add permission). (3) According to a policy defined by
Alice the social networking service further delegates access to Bob,
allowing him to add photos to the namespace Alice_photos. Note
that there are two options to generate the credential granted to
Bob. It can be either created by Alice or generated by the social
networking application. (4) Alice delegates access to her photo
sharing application by generating a credential with the read access
to photos matching the pattern /200[89]/, which include the photos
uploaded by Bob as well.

Flexible and dynamic capability scope: In our model,
the capabilities can provide a flexible description of resources
based on attributes such as object name, type and metadata.
To allow this, the ResourceDescriptor component in the
capability can contain regular expressions and other selection
criteria. This enables efficient data access management by al-
lowing creation of capabilities with dynamic scope describing
resources that can change over time (e.g., as new objects
matching the selection criteria are added). For example, a
“housekeeping” application may receive a capability to move,
delete or compress objects that are older than a specified age,
or have not been accessed for a specified amount of time.

Flexible access rights: The Permissions field in the
capability can specify any type of operation which is properly
defined to the security manager and the enforcement point. For
example, in addition to standard operations such as Create,
Read, Update, Delete, or even UpdateM etadata, it can
specify operations exclusive to specific content types such
as Compress, Resize, RotateFlip or ReduceResolution.
Such operations are introduced in some storage cloud offerings
(e.g., Nirvanix[19] already added methods like RotateFlip).
Using our proposed protocol, the granularity of the access
policy can match the functionality supported by the storage
service.

2.2 Credentials and access control flow

Below we describe the two stages of capability-based access
suited for the cloud storage data model.

Obtaining the credentials: A client sends a request

for a capability to a security manager, which in turn validates

the identity of the requestor and performs an authorization

process. If the request is approved, the security manager
responds with the credential comprised of the capability and
the capability-key. The capability (C'AP) denotes the public
part of the credential specifying one or more resources and
the granted access rights. The capability-key (CAP_KFEY)
is the cryptographic hardening of a capability with a secret
key and pseudorandom function (P RF’), which can be a keyed
cryptographic hash such as HMAC-SHA1 or HMAC-SHA256.
The key used for this operation, KeyN S, is shared by the
security manager and the storage server, for the addressed
namespace. Since the capability-key is the secret part of
the credential it should be sent to the client in encrypted
form, either as part of the protocol or by using an encrypted
communication channel.

Credential = [CAP,CAP_KEY)
CAP_KEY = PRFgcyns(CAP)

Accessing the resource.: To access the object of inter-
est the client attaches to the Request (typically a combination
of a method and data, e.g., write and the contents of the object
to be written), a credential consisting of two parts: the capa-
bility and the validation tag (Val_Tag). The validation tag
is a keyed hash that is computed with the client’s capability-
key; it is used to authenticate the capability and additional
information as defined by the security method described below.
The parameter used for the token depends on the security
method that is encoded in the capability’s SecuritylInfo field.

Message = [Request, CAP,Val_Tag|
Val_Tag = PRFcap_kEy (token)

The choice of the security method depends on the guaran-
tees of the underlying communication channel. Below are two
security methods that are suitable for the secure and insecure
channels respectively:

o Channel identifier (CHID) This method is similar to
the CAPKEY method of the OSD protocol [5]. It is
suitable for use over a protected communication channel
such as IPSEC or HTTPS. In this case the Token is
taken to be the unique channel identifier of the protected
communication channel. Since the validation tag binds
the messages to the original channel, an eavesdropper
cannot modify messages on the channel, replay messages
on it or initiate new messages.

o Message headers (MSGH). Suitable for access via an
open HTTP protocol. In this case the token contains
some of the HTTP message fields that are significant in
terms of access rights. These include the standard HTTP
headers such as the HTTP method and resource URI,
as well as Host, Date, Content-Type and Content-MDS5.
Including a content-MD5 field in the generation of the
validation tag guarantees that the data cannot be modified
and an eavesdropper intercepting the message can only
use it to repeat the exact same command, in the same
time frame as specified.
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Fig. 2. Delegation chaining. Access delegation among 3 different

users. The security manager uses the namespace key, KeyN .S, to
generate a capability, C AP1, and a capability key CAP_KFEY; for
the first user. Using this key the user can create validation tags for
his requests as well as generate the credentials for the second user,
who in turn can generate the credentials for the third.

When a request message is received at the enforcement
point in the storage server, it is validated by performing the
following steps:

o Calculating the capability-key. The capability-key is com-
puted based on the namespace key shared with the
security manager and the received capability.

o Calculating the expected validation tag. The capability-
key computed in the previous step is used to compute the
expected validation tag, according to the security method
specified in the capability.

e Comparing the validation tags. The received validation
tag is compared to the expected validation tag.

o Validating the capability and request. The received capa-
bility is validated to be formatted correctly and to match
the requested operation.

2.3 User-to-user delegation

In this section we describe an advanced delegation mecha-
nism that enables a user to create (and pass to another user) a
new capability that encodes a subset of the rights on a subset of
the resources encoded in an existing capability. We leverage
and enhance a delegation technique of Reed et al. [22] and
adapt it for the requirements of storage clouds and Web 2.0
applications.

Delegation mechanism: Having a credential
[CAP,CAP_KEY], a reduced-capability credential can be
created by appending a reduced capability to the original
capability, and creating a new capability-key by hashing the
appended part using the original capability-key as the key.

Formally, a delegation chain is created as follows:

C’redentiall = [CAPl, PRFKeyNs(CApl)]
Forn>1:
CAP_KEY, = PRFcap_kEv, ,(CAP,)
Credential, = [(CAP,...,CAP,),CAP_KFEY,]

Notes:

o A client cannot generate C'redential; because that re-
quires knowledge of KeyNS.

o Generating CAP_KFEY, requires knowledge of
CAP_KFEY, ;. Yet, CAP_KFY,, does not reveal any
useful information regarding CAP_KFEY,,_;.

« It is crucial that all capability keys be sent over authen-
ticated and encrypted channels.

e Our key generation technique computes CAP_KUFEY,,
based only on C' AP, as opposed to (CAP,...,CAP,)
used by Reed et al. [22]. This reduces the cryptographic
overhead, while preserving the same level of security.

This mechanism of creating new capabilities and capability-

keys based on existing ones is illustrated in Figure 2.

Reduction of access rights: When allowing user-
to-user delegation it is important to ensure that each user
can only reduce his own access rights and cannot delegate
access beyond his own permission. We define one capability
CAP;;1 to be a subset of another capability C AP; if and
only if the value of each field in CAP;; does not describe
a higher privilege than the corresponding field in CAP;.
For example, we require that during delegation the new
ResourceDescriptor describes a subset of the resources, and
Permissions describes a subset of the operations, and the
ExpiryTime field contains a lower or equal expiration time.
Two fields are an exception to this rule: (1) We require that the
SecurityIn fo of the two capabilities contain exactly the same
security method; (2) we do not compare the Discriminator
fields.

Delegation validation: When a chained capability cre-
dential is processed at the enforcement point it is validated by
the following mechanism, which is an extension of the one
described above.

o Calculation of the chain of capability keys. First,
CAP_KFEY is calculated based on CAP; and KeyN S.
Then, each subsequent CAP_KFEY; is calculated from
CAP_KFEY;_; and C'AP; as described above (see Fig-
ure 2).

e Calculation of the validation tag. The last capability-key
in the chain is used to calculate the expected validation
tag.

o Compare the validation tags. Compare the received vs.
the expected tags.

e Validation of the capability delegation chain and the
request. Validate that each capability in the chain is a
proper subset of the preceding capability as defined above
and that the request conforms with the last capability.
This ensures one cannot increase the access granted by a
given credential.

2.4 Identity Testing and Access Confinement

Sometimes it may be desirable to limit the use of a capabil-
ity granted to a specific user or group as an extra measure of
security, typically for more sensitive data. One consideration
is that one may grant a user access to an object, but not trust
him to keep his capability credential securely without leaking



it. For this purpose, we add an optional Identity field in the
capability that can be used to confine the credential and make
it usable only by the specified identity. It may contain the
identity of a principal or a group. The Identity is filled in
by the delegating person and is verified by the enforcement
point. Using this field allows enforcing the access confinement
property, defined by Lampson [12].

For credentials in which the Identity field is used, the
enforcement point needs to authenticate the requesting client’s
identity, and potentially validate his membership in a group. To
speed up this process caching of relevant identity information
at the enforcement point may be implemented [11]. It must
be noted that the authorization is still separated from the data
path.

2.5 Auditability and accountability

In most cases, an access control system is required to
provide mechanisms for auditing and accountability of all
accesses to a resource. Auditing is of special concern in
capability-based access control systems, since a capability-
based credential, once obtained, can be used anonymously
without having to authenticate the requester’s identity. To
address this concern, an Audit field is added to the capability.
For instance, the security manager can store in this field the
identity of the client to which the capability was issued. Since
the Audit field is part of the capability, it is authenticated by
the capability-key and cannot be modified. The enforcement
point can log this information so it can later be used to
learn which capabilities were used and when. This can serve
as a tool for billing in the cloud, as it may record who
is accountable for each access, and is especially useful in
implementing today’s new pay-per-access policies.

2.6 Delegation Security

A central feature in our protocol is the extensive delegation
capability. The main concern is the fact that in delegation,
capabilities can actually be created by an external princi-
pal (external to the cloud) rather than the security manager
component. Nevertheless, this additional feature does not
compromise the overall security of the protocol. An attack
on the system consists of a malicious party performing an
operation that it is not allowed to do. For this to happen it must
produce a series of capabilities along with a corresponding
validation tag for its request. There are basically two options
for an adversary to present such a series. The first option is
to generate a validation tag without knowledge of the end
capability key, which he is incapable of doing. The other
option is that somewhere, along the chain of delegation,
the adversary obtained a capability key CAP_KFEY; for a
capability of its choice without knowledge of the previous
key in the chain CAP_K FEY;_1. This too is ruled out by the
properties of the underlying pseudorandom function.

3 ARCHITECTURE AND IMPLEMENTATION

We developed an architecture of a storage cloud that sup-
ports the presented capability-based model, while satisfying

the scalability and high availability requirements. We consider
a storage cloud comprised of a set of geographically dispersed
data centers (DCs), collectively storing billions of objects and
peta-bytes of storage capacity. Each DC stores and manages
a subset of the cloud’s resources and there is no single
component that contains all the information about all the
objects in the storage cloud. In our solution, the same access
credential is valid for retrieving all the replicas of an object
stored at different data centers. Below we detail the main
components of our access control architecture.

o The Enforcement Point processes all data access requests
and validates the client requests and credentials. Every
server/node in the cluster holds an instance of this com-
ponent.

e The Security Manager is responsible for handling autho-
rization requests and generating credentials. It communi-
cates with the Identity Manager and the Access Manager
components to authenticate the user and authorize his
request for a credential. Using the key generated by
the Key Manager, the Security Manager generates the
capability and capability-key, which are returned to the
client. It is also responsible for the key exchange with
the Enforcement Point, allowing using the same access
credentials to all the replicas of an object. Each Security
Manager is responsible for a certain subset of resources,
which usually reside in the same DC.

o The Identity Manager authentication component respon-
sible for verifying the identity of a principal requesting
authorization, as well as group membership inquiries.
Under the orchestration of the Security Manager, multiple
external identity managers, that are not part of the data
center, can be deployed in the cloud. For example, some
social networking applications may wish to integrate
their own identity management servers. In the scenario
illustrated in Figure 1 this will allow identification of Bob
as well as access confinement as described in Section
2.4. On the other hand, many Web 2.0 and Mashup
applications may rely on the identity management of a
public cloud and use the credentials generated for the
cloud clients (e.g., using a credential generated for Alice
by the cloud provider).

o The Access Manager responsible for authorization and ac-
cess policy management. A scalable design for this com-
ponent distributes the access policy information across
the data centers (e.g., in our implementation each DC
stores the policy information for the namespaces in its
responsibility). Similarly to identity managers, the cloud
architecture allows deployment of multiple external ac-
cess managers. This allows the social applications to
maintain their own access policies, while relying on
the cloud security manager as the credential generation
authority. However, this is not mandatory and applications
may select to maintain internal access managers that will
be responsible for the delegation of credentials generated
by the cloud provider.



GET SP1/report—March —2009.doc HTTP/1.1
host: www.cloud.acme.com
x—acme—credential :
[{ capability : [
{ ResourceDescriptor
[{ nsid :SP1 },{ security tag : 1}]
[{oid="/"report.+200[89]$/}]

{ Operations read , add },

{ Discriminator 0xFDCEDOO16EE87953472 },

{ Identity 3, { Audit Bob },

{ ExpiryTime : "Thu, 31 Jan 2011 17:15:03 GMT},

{ Delegatability : 0 }]
{ Val_Tag : 0xAABF099916EE87953472}1} |

Fig. 3. HTTP request to GET an object from the storage cloud. A credential
containing a capability and a validation tag are added to the HTTP header.
The credential value is represented as a JSON string.

o The Key Manager is the key management component
responsible for the secure generation, serving and storage
of the cryptographic keys shared between the Security
Manager and the Enforcement Point. Every namespace
has a set of keys associated with it, and efficient key man-
agement is provided by storing a copy of the namespace
keys in each DC that contains a replica of that namespace.

3.1 RESTful Implementation

We developed a prototype of a storage cloud comprised
of data centers with the architecture described above. One of
our design principles was to support the philosophy of REST
(REpresentational State Transfer) [7], which became widely
adopted due to its simplicity, scalability and easy deployment
[21], [9]. In order to implement the capability-based access
control model as part of a RESTful web service, we followed
all the fundamental principles of REST, which in our set up
can be formulated as follows: (1) All resources, including
objects, namespaces and credentials are referenced using a
uniform resource identifier (URI); (2) All resources are ma-
nipulated by the basic HTTP methods (GET, PUT, DELETE
and POST); and (3) All resource requests are stateless.

To support this, our system provides a RESTful API for
the communication with the Security Manager, addressing the
requested credential as a resource. In essence, an authorization
request is sent using an HTTP GET request to a resource of
type credential. To allow the easy integration of credentials
in data access requests, we embed them in the HTTP headers
of namespace and data object requests. They are represented
as JavaScript Object Notation (JSON) strings, as illustrated in
Figure 3, which presents an example of a user request to access
(GET) an object. It shows the capability and the validation tag
that are sent in an HTTP request of a client to the server. Our
prototype shows that it is possible to implement the capability-
based access control model as a RESTful protocol in which
all the resources (including the credentials) are controlled
by components that communicate via a standardized HTTP
interface and exchange representations of these resources.

4 CONCLUSIONS AND FUTURE WORK

We present an access control mechanism, which addresses
the new challenges brought forth by the scale and applications

introduced in the cloud setting. Observing that most ACL-
based systems are limited in their ability to support such fea-
tures, we developed a capability-based system that addresses
them. Furthermore, we present a general architecture of a data
center in a storage cloud with integrated security components
that addresses the scalability requirements of storage cloud
systems. We built a prototype implementing each of the
components.

In the future we intend to work on the integration of this
architecture with existing enterprise systems. We hope to use
our experimental system to evaluate the overall performance
of the access control mechanism on real workloads. We
are encouraged by our initial evaluation and are working to
incorporate this work in a production storage cloud system.
Lastly, we aim to address the challenges raised in feder-
ation scenarios, where several enterprises need to federate
their resources across geographically distributed administrative
domains, while ensuring comprehensive and transparent data
interoperability.
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